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TrueCT>^t Volume Creation Wizard 

(* Create a n enciYPted file <]ont Jin er 

Creates a virtual encrypted disk within a file. Recommended for 
inexperienced users, 

More information 

^ EnctYPta non- system partition /drive 

Encrypts a non -system partition on any internal or external 
drive (e.g. a flash drive). Optionallyr creates a hidden volume. 

^ Encrypt the svstem partition or entire system drive 

Encrypts the partition/drive where Windows is installed. Anyone 
who want3 to gain access and use the system r read and write 
flies r etc. r will need to enter the correct password each time 
before Windows boots. Optionallyr creates a hidden system. 

More information about system encryption 
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Volume Type 

(* Sta nda rd Tru eCrvpt volu m e 

Select this option if you want to create a normal TrueCrypt 
volume. 



^ H idd en Tru eCrvRt volu m e 

It may happen that you are forced by somebody to reveal the 
password to an encrypted volume. There are many situations 
where you cannot refuse to reveal the password [for example r 
due to extortion). Using a so-called hidden volume allows you to 
solve such situations without revealing the password to your 
volume. 



More information about hidden volumes 
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A TrueCrypt volume can reside in a file [called TrueCrypt container)^ 
which can reside on a hard diskr on a USB flash driver etc. A 
TrueCrypt container is just like any normal file Ot can ber for 
example, moved or deleted as any normal file). Click 'Select File' to 
choose a filename for the container and to select the location where 
you wish the container to be created. 

WARNING: If you select an existing file r TrueCrypt will NOTT encrypt 
it; the file will be deleted and replaced with the newly created 
TrueCrypt container. Vou will be able to encrypt existing files (later 
on) by moving them to the TrueCrypt container that you are about 
to create now. 
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Save as type: All Files [*■*] 
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P Never save history 

A TrueCrypt volume can reside in a file [called TrueCrypt container)^ 
which can reside on a hard diskr on a USB flash driver etc. A 
TrueCrypt container is just like any normal file Ot can ber for 
exampler moved or deleted as any normal file). Click 'Select File' to 
choose a filename for the container and to select the location where 
you wish the container to be created. 

WARNING: If you select an existing filer TrueCrypt will NOfT encrypt 
it; the file will be deleted and replaced with the newly created 
TrueCrypt container. Vou will be able to encrypt existing files Oatef 
on) by moving them to the TrueCrypt container that you are about 
to create now. 
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Encryption Options 



■Encryption Algorithm - 

[aes 
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Test 



FIPS -approved cipher [kijndaeir published in 1998) that may be 
used by U.S. government departments and agencies to protect 
classified information up to the Top Secret level. Z56-bit keyr 
12S-bitblockr 14 rounds [AES-256). Mode of operation is XTS. 



More information on AES 



Benchmark 



-Hash Algorithm- 



RIPEMD-160 



tI Information on hash algorithms 
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Volume Size 



3l f" KB r MB «^ GB 

Free space on drive C:\ is 38.50 GB 

Please specify the size of the container you want to create. 

If you create a dynamic (sparse-file) container^ this parameter will 
specify its maximum possible size. 

Note that the minimum possible size of a FAT volume is 292 KB. 
The minimum possible size of an NTFS volume is 3792 KB. 
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Volume Password 



Password: 
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|~ Use keyfiles 

r Display password 



KeyPiles. 



It is very important that you choose a good password. You sliould 
avoid dioosing one that contains only a single word that can be fbund 
in a dictionary [or a combination of Zr 3, or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters r numbers r and special characters p such as i: -'^ = s '^ + 
etc. We recommend choosing a password consisting of more than ZD 
characters (the longerj the better). The maximum possible length is 64 
characters. 
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Password: Jll^LoJiy 



Confirm: pi ^i^^l^ 
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I? Display password 



KeyPiles. 



It is very important that you choose a good password. Vou sliould 
avoid choosing one that contains only a single word that can be found 
in a dictionary [or a combination of Zr 3r or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters r numbers r and special characters r suchi as i: -^ = 5 "= + 
etc. We recommend choosing a password consisting of more than ZO 
ctiaracters (the longer^ the better). The maximum possible length is 64 
characters. 



Help 



<Back 



Next 




Cancel 



Ajjjxib jjja1\ A^ dmS gyijj ia^!lS 



TmeCrypt Volume Great ionWizard 



O 



Error; Password must contain only ASCII characters. 

Non-ASCn characters in password might cause the volume to be 
impossible to mount when your system configuration changes. 

Thefollowing characters are allowed: 
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Volume Password 



Password: ghYglVghhggl 



Confirm: I gh Ygi Ygh hggif 



J~ Use keyfiles 

R Display password 



KeyPiles. 



It is very important that you choose a good password. You sliould 
avoid choosing one that contains only a single word that can be found 
in a dictionary [or a combination of Zr 3r or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters r numbers r and special characters p such as d: -^ = 5 '^ + 
etc. We recommend choosing a password consisting of more than ZO 
characters (the longer^ the better). The maximum possible length is 64 
characters. 
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WARNING: Short passwords are easy to crack using brute force 
techniques! 

We recommend choosing a password consisting of more than 2,0 
characters. Are yoysy re you want to use a short password? 
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p Options - 



Filesystem |faT -^| Cluster [ iBaETiiii ^\ f Dynamic 



Random Pool: SACESClFSSEaB^BSAOOASSOSDSOASlCB P 
Header Key: 
Master KJey: 





Abort 1 




Done Speed Left 



IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move itr the better. This significantiy 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume. 
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FilesystEm |fAT -^| Cluster [pefiault ^\ P Dynamic 



Random Pool: A192D243674AFE:3BAFBllC0CB14eil2B W 
Header Key: B456004[X:7A159CE:752S33D327362996- - - 
Master Key : 3 FeC7 4ES A6 8 AB6 950682 2 DDF5E3 6 A4E . . . 



Abort 



Done 



57.431% Speed 73.5MB/s Left 
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IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move itr the better. This significantiy 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume. 
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Volume Created 



The TrueCrypt volume has been created and is ready fbr use. If you 
wish to create another TrueCrypt volurmej dick Next. Otherwise^ dick 
Exit. 
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Wizard Mode 

Select one of the modes. If you are not sure which to selectj use the default mode, 




r Install 



Select this option if yoifwant to install TrueCrypt on this system. 



(* Extract 




If you select this option r all files will be extracted fi-om this package but nothing will be 
installed on the system. Do not select it if you intend to encrypt the system partition or 
system drive. Selecting this option can be useful r for example r if you want to run 
TrueCrypt in so-called portable mode. TrueCrypt does not have to be installed on the 
operating system under which it is run. After all files are extracted r you can directiy run 
the extracted file TrueCrypt, exe' (then TrueCrypt will run in portable modej. 
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Extraction Options 

Here you can set various options to control the extraction process, 




Please select or type the location where you want to place the extracted files^ 

If the specified fblder does not exists it will be automatically created. 
[7 Open the destination location when finished 
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